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Recently, a small number of users at JLab have needed to exchange secure and/or signed emails with other labs. The Federal folks have contracted Verisign to provide certificates to users for this purpose. The user certificates issued in this system can be verified using the signing certificates from Verisign and the feds. Even someone who does not have ECA credentials themselves can verify signatures or I believe send encrypted email to ECA credential holders by installing the root certificates as described below. The root cert installation can be done at any time. Then, the process of obtaining and installing your personal ECA credentials can be performed. 

Root Certificates 

· Install the certificate used by Verisign and the feds to make everything work... 

· The feds have the master (root) certificate that is used to sign other certificates. They used it to sign certificates that Verisign in turn uses to sign certificates issued to users. Any web or email programs that wish to use these client certificates need to install both the root certificate as well as Verisign's intermediate certificate. 

· Verisign and the Feds seem to have recently started using stronger (2048 bit encrypted) signing certificates. In order to communicate with users haveing certificates signed by either the older (1024 bit) or the new, stronger signers, you will need to install both sets of certificates. 

· In addition to these main ECA root certificates, the DoD apparently uses credentials signed with a different chain. In order to verify signatures for these credentials, it is necessary to also install the DoD certificate chain. This consists of a total of 5 additional files. These files contain a number of individual certificates. When you install these files, individual certificates within these files may generate errors indicating that individual certificates within the file cannot be imported for one reason or another. This is OK. The remaining certs within these files are imported. 

· Right-click on each of the following links and select "save as" save each of the 9 files in a convenient location. 

· https://eca.verisign.com/CA/ECARootCA.cer 

· https://eca2048.verisign.com/CA/ECARootCA2048.cer 

· https://eca.verisign.com/CA/VeriSignECA.cer 

· https://eca2048.verisign.com/CA/VeriSignECA2048.cer 

· http://dodpki.c3pki.chamb.disa.mil/rel3_dodroot_1024.p7b 

· http://dodpki.c3pki.chamb.disa.mil/rel3_dodroot_2048.p7b 

· http://dodpki.c3pki.chamb.disa.mil/dodeca.p7b 

· http://dodpki.c3pki.chamb.disa.mil/dodroot-med.p7b 

· http://dodpki.c3pki.chamb.disa.mil/rel3_dodroot_1024_retired.p7b 

· Once you've saved each of these files, you can install them into your web browser (Firefox): 

· Click Tools -> Options 

· Select the "Advanced" tab then, select "Encryption" 

· Click the "View Certificates" button 

· In the Certificate Manager window that appears, select the "Authorities" tab at the top, then click Import 

· Navigate to the place where you stored the 4 files downloaded above and select them for import. 

· When the import dialog pops up, check all three boxes indicating that you want to trust these certs for web sites, email users and software developers. 

· Click on OK 

· Repeat the process for the other 3 certificates. 

· Now, you can repeat the process for Thunderbird... 

· Click Tools -> Options 

· Select the "Advanced" tab, then "Certificates" 

· Click the "View Certificates" button, select "Authorities" like before, then import 

· Navigate to each of the 4 files, like before 

· Check all three boxes, etc. 

Personal Certificate 

· Get your personal certificate -- Complete instructions are available at Verisign (http://www.verisign.com/authentication/government-authentication/eca-certificates/step-by-step/index.html). Note: my instructions are somewhat less detailed about this portion of the process. I haven't actually been through this part in detail. 

· Submit the request to Verisign to purchase an ECA certificate. Be very careful with things like your email address, organization name, etc. These must match the email address you will use, and the organization must match what they have on file for us. 

· File all the necessary notarized paperwork proving your identity and relationship to the lab or other entity authorized to get ECA certs and complete the enrollment process. note: You must start and finish the enrollment process on the same computer. 

· Verisign will send you an email with a link and a PIN to be used to retrieve your certificates -- there are actually 2. 

· Visit their web page and enter your PIN, etc. and follow their instructions for installing the certificates. The instructions generally describe the process for installing into Mozilla -- they don't really describe the process for independent Firefox/Thunderbird like we use here. Following the Verisign instructions will install your certificates into your web browser (Firefox), but not your email client where you really need them. 

· Once you have completed the installation into Firefox, you can export the keys and then import them into Thunderbird 

· Click on "Tools -> Options" 

· Select the Advanced tab, then "View Certificates" 

· Select the "Your Certificates" tab. You should see the two ECA certificates you were issued. 

· Hilight the first certificate and select "Backup". You will be prompted for a filename into which the certificate (AND private key) will be stored. You will then be asked to set a password on this (.p12) file 

· Repeat the process for the other certificate and key, saving them into a different file. 

· these 2 files contain the complete credentials issued to you by Verisign. The passwords you set on them should be remembered, and the files themselves should be stored securely. 

· Now, launch Thunderbird so you can install your credentials into your email client... 

· Click on Tols->Options 

· Select "Advanced, Certificates and View Certificates 

· Select "Your Certificates" and click on Import 

· Navigate to the two files you created above and select them for import. 

· When you import the first certificate into Thunderbird, you will be asked to set a password for Thunderbird's secure storage container. Once the keys are installed here, you will be required to enter this password every time you attempt to use the keys - i.e. every time you want to sign or decrypt an email. 

· You then will be asked for the password you set on the credentials (.p12) files themselves. This allows you to open the file to import the key into your mail client. 

· Once complete for the first file, repeat the process for the second file. Note that this time, you will be prompted to enter the password for Thunderbird's keystore -- not set it, you did that the first time. 


IMPORTANT -- There are a few passwords you will neeed to keep straight 

· First, is the PIN from Verisign -- this is used only to retrieve your certificates from their website. Once that's done, I don't think it will ever be needed again. 

· Second, the system will prompt you to set a passphrase on any file that you save a private key into (usually PKCS12 or ".p12" files). This is to protect the keys in that file only. You will need to provide this passphrase any time you wish to use the file. These files should be stored safely as backups. You will need these passwords if you ever need these backups. 

· Finally, when you import your certificate and key into the keystore in Thunderbird or Firefox, you will be prompted for a password to be used to secure this store. You will need to provide this password every time you wish to sign or decrypt an email. 
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